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[bookmark: _Hlk186714078]Summary: Motivated, dedicated, customer focused, experienced professional with hands-on experience in designing, implementing and managing infrastructure with a strong emphasis on security and resilience, exposure to multi-cultural working environments, seeking to transition to IT Management role.
	Technical Skills



	[bookmark: _Hlk167399517]Private Cloud Virtualization (5+ years experience): SSO, vSphere & webclient ; User rights & permissions; vSS/vDS; Update; VM management/troubleshooting; vApp; DRS; HA; FT; alarms & alerts; backup & restore, Convertor P2V; Commandline Management; TCP/IP stacking; Host Profiling; Content Library; Network Traffic Shaping; Datastore management/multipathing. VDI (VMWare Horizon): Connection/Replica servers, Presistent/nonPresistant Desktops; User/Desktop Pool assignment; Liquidware Stratusphere UX. 

	Switching & Routing (Basic Knowledge): Access/Trunk ports; VTP; VLAN; Port Channel LAcP/PAgP; STP/PVST/RSTP; Private VLAN; Port Security; HSRP/VRRP; ACLs; NAT/PAT; DHCP/DHCP Snooping; NTP; LLDP; WLC/WAP; Static Routing, OSPF; SNMP;AAA; Port Security

	Network Storage : RAID Groups/Storage Pools, Logical Unit Numbers (LUN) & LUN Masking, Configuring Host Bus Adapters (HBAs), Multipathing Configuration, Capacity Planning

	Public Cloud Technologies (1+ year experience): Identity and Access Management, RBAC, conditional access policies, Security Groups, NACL, internet/NAT/ Gateways; Routing tables; VM Scaling; Blob, file Storages; ARM templates; Load-balancers; Failover strategies; Network segments, Device Management, Device & user provisioning inc white-glove (pre) provisioning. 

	Microsoft AD Technologies (10+ years experience): Active Directory Services (DNS, DHCP, Remote Installation Services, Group Policy Objects, Terminal Services, IIS; FSMO Roles; WINS; Site-Replication and Trust relationships; DFS; WSUS; WDS; Core Server; DFS; User & Groups Privileges & permissions; PowerShell

	Misc Office Applications: Ms Exchange 2003-2019 & O365, Ms Project, Ms Visio, Ms Office 2000-2021; AntiVirus Server based & Cloud based (McAfee, TrendMicro, Symantec Endpoint Protection), Backups (Symantec Backup Exec11-2012, Unitrend, Veeam, Acronis); Symantec Ghost 3.0; SQL Server (2005-2016); IP Telephony Management (Avaya IP Office 4.5, Cisco Call manager, ShoreTel Shoreware, Blackberry Enterprise Server), Sage Line 50;  UCS Director, Zerto (ZVM); Microsoft Azure, Intune, Entra

	Operating Systems: Microsoft Windows 2000-11 & Server 2000-2022, Mac OS X, Linux (RedHat, SUSE, Ubunto)

	Helpdesk Ticketing Systems: Jira, Kaseya, Autotask, Spiceworks, ServiceNow, Ivanti



	Professional Experience


Solutions Specialist (XMA, UK)							         08/2021 - Present
As private contractors they are providing managed IT services to Public sector, my role in the company is but not limited to: 
· Core engineer working in HMPs sector for education solutions deployment and management (remote/onsite).
· Working closely with educational partners for implementing solutions in a highly secure environment, working with tight timelines while fulfilling changing customer/provider requirements and ensuring it complies with pen-tested system.
· Assist in the design, costing, procurement, and deployment of hardware and security-focused infrastructure components critical to prison environments.
· Providing pre-sales technical assistance and post-sales technical support. 
· Investigate and replicate customer-reported incidents within lab environments, coordinating with cross-functional technical teams to identify root causes, implement resolutions, and ensure adherence to strict change management and approval processes.
· Monitor, escalate, and communicate security and operational updates to managers, customers, and key stakeholders throughout incident and deployment lifecycles.
· Manage vendor and client relationships from a technical and security operations perspective, 
· Work closely with Account Managers to ensure successful service delivery and compliance objectives.
3rd line IT Support Engineer (EMISHealth, UK)							        12/2018 - 04/2021
As private contractors, they were supplier of digital solutions to NHS (Healthcare), my role as lead engineer was but not limited to:
· Led IT infrastructure and operations across Microsoft Active Directory, Azure, Microsoft 365 services (Exchange Online, SharePoint, OneDrive), Hyper-V, and VMware vSphere, supporting 500+ users across 3 sites and an offshore team; managed end-to-end infrastructure including workstations, servers, printers, SAN storage, backup systems, and enterprise telephony to ensure high availability and business continuity
· Coordinated incident response; application deployments & upgrades, and infrastructure implementations, troubleshooting, & operational improvements across infrastructure and application teams
· Served as the primary escalation point for technical teams and business stakeholders, leading and owning incident resolution and ensuring minimal disruption to business operations. 
· Partnered with the Head of IT to define and execute IT operational strategies aligned with organisational objectives and long-term business goals. 
· Led evaluation, planning, and deployment of new technologies to enhance operational efficiency, scalability, and service delivery while managing CapEx and OpEx budgets for cost optimisation. 
· Ensured adherence to ITIL best practices across Incident, Change, and Service Management processes, improving operational governance, SLA compliance and service quality
· Monitored infrastructure performance, capacity, availability and system health to maintain operational stability, reliability, resilience and security standards. 
· Maintained secure IT operations through access control management, compliance enforcement, and support for ISO27001 and Cyber Essentials certification requirements. 
· Managed business continuity and disaster recovery planning, including annual DR testing, documentation reviews, and risk mitigation activities. 
· Provided technical leadership and mentorship to junior engineers and support staff, driving knowledge sharing and cross-functional training to strengthen team capability and operational efficiency. 
· Developed and maintained internal IT documentation including HLD and LLD, operational procedures, and infrastructure diagrams to improve support efficiency and knowledge management. 
· Managed IT hardware and software lifecycle and licensing to ensure legal compliance, maintain effective technical support, and mitigate financial, legal, security, and regulatory risks.
· Key Achievements
· Segregated production and test environments, improving security, operational control, and compliance readiness. 
· Contributed to achieving ISO27001 and Cyber Essentials certifications by implementing operational security controls and compliance processes. 
· Led post-merger domain migration and hardware standardization project, successfully transitioning user workstations with minimal business disruption. Reviewed with my team, security posture (firewalls, endpoints, policies); Identified overlaps, gaps, and security risks; decommissioned legacy systems safely and reduced IT complexity
· Managed critical infrastructure upgrade projects, including migration of application servers from end-of-support operating systems to supported platforms, coordinating with development and QA teams to deliver successfully ahead of compliance audit deadlines.
· Improved operational processes and cross-team collaboration, enhancing incident response efficiency and service reliability.
Data Center Engineer (Onstak, USA)	        03/2015 - 12/2018
A US based Data Centre Support company servicing clients specializing in Data Centres/Cloud services across globe. My key responsibilities in the organization included but not limited to
· Administered company Microsoft Active Directory & DB, Office 365 and VMWare Virtualization environments.
· Looked-after overall company IT Infrastructure including LAN, Compute (blade and rack servers), NetApp Storage, Nexus switches (Nexus 9K leaf/spines/ACI Controller), DC operations, and contacting vendors for 3rd line support.
· Set up alarms and monitor system logs for the health performance of devices and infrastructure. 
· Installed, deployed and configured of cloud applications i.e. Cisco UCS Director, VMWare NSX & vRealize suite.
· In charge for Data Centre Site management and Health & safety following TIA 942 guidelines.  
· Responsible for commissioning new and decommissioned retired Data Centre equipment and disposing off as per compliance and maintaining equipment inventory, and asset tagging. 
· Managed helpdesk queues, assigning tickets to relevant team member and following up with the status and providing support, and communicating with the concerned person/department, acting based on SLA. 
· Managed and maintained software and licenses, SSL certificates, and hardware support agreements. 
· Managed and maintained relationships with 3rd party vendors, suppliers and service providers.
· Trainer for VMWare and Microsoft courses and managing all other trainings/certification course provided by my team.
· Published technical documents and Knowledge-bases articles.
· Accomplishments during my tenure: 
1- Helped company to earn ISO27001 certification. 
2- Migrated the company email services from On-prem Microsoft Exchange 2010 to Office 365.
3- Moved the company’s production and test environments to private cloud on VMWare. 
4- Performed server consolidation and resource distribution and separated production and testing environment.   
IT System Support Supervisor (ShoreTel UK LTD, UK)				 		        01/2013 - 01/2015  
IT System Support Engineer (Knowledgewire Systems LTD, UK)					        04/2009 - 12/2012
Systems Engineer (ClearCube Technology, UK)							        06/2005 - 02/2009
Computer Engineer (Focus PC, UK)								        11/2004 - 05/2005
Jr. System Supervisor (Urban Development, Saudi Arabia)						        07/2003 - 07/2004
Computer Lab Assistant/Desktop Support (New Mexico State University, USA)			        07/2000 - 06/2003
	[bookmark: _Hlk201919749]Education & Professional Certifications


· [bookmark: _Hlk201920998]BS in Computer Science (New Mexico State University, USA)     	                                                                     	          12/2002
· ClearCube Hardware Certified System Engineer Level 1 +Level2 and Trainer’s Trainer Course		                        12/2008
· [bookmark: _Hlk201697109][bookmark: _Hlk201921518](070-680) Installing, Configuring and Administering Microsoft Windows 7 (certification # 99BB777-5T95B0)   	          03/2011
· [bookmark: _Hlk201921540](070-640) Configuring Microsoft Windows Server 2008 R2 Active Directory (certification # 46E73C-8EDP54)                   12/2011
· [bookmark: _Hlk201921558](VCP5-DCV) VMWare Certified Professional Data Center Virtualization (certification # VMW-02025724P-00599592)        11/2015
· [bookmark: _Hlk201921594](VCP6-NV) VMware Certified Professional Network Virtualization (certification # VMW-02025724P-00599592)      	          12/2017
· [bookmark: _Hlk201921621](200-301) Cisco CCNA Routing & Switching (certification # 90Z83ZJH23E41NW1, expired 07/2023)		          07/2020
· (AH15) Sophos Central Endpoint and Server v3.0 – Architect						          02/2022
· Project Management Professional certified (certification # 4112064)		 				          05/2025
· (AZ-900) Microsoft Azure Fundamentals (certification # 443BB7-0392H5)	 				          06/2025
· (AZ-104) Microsoft Azure Administrator 				      (expected date)	              	          	          09/2026
· (MD-102) Microsoft Endpoint Administrator Associate		      (expected date) 			          12/2026
	Personal Information


· Citizenship: 		British Citizen
· Relocation:		Open to options
· Driving License:            Full driving license (UK/USA/Saudi Arabia)
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